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In this paper, we propose a new multisignature scheme that allows all of the signers to specify the recipients. The encryption function is also integrated into
our multisignature scheme, thus the new scheme can provide secrecy, authenticity, and integrity services. Moreover, the message expansion is also
reduced. Comparing to the proposed multisignature scheme, the new scheme is the first one which allows the singers to specify the recipients.
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1. INTRODUCTION

Secrecy, authenticity, and integrity are the three major ser-
vices provided by the public key cryptography. These ser-
vices are important for the office automation. By the secrecy
service, the digital documents are protected from unautho-
rized accesses. By the authenticity and integrity services. the
electronic analogues of handwritten signatures are generated
for the sensitive digital documents to point the ones with
responsibility out. In addition, the authenticity and integrity
services are important because the digital documents can be
easily modified. The secrecy service is provided by public
key cryptosystems while the other services are provided by
digital signature schemes.

Since Diffie and Hellman! proposed the concepts of the
public key cryptosystem and the digital signature scheme.
many digital signature schemes were proposed’' In
offices. though the digital signature schemes provide the
authenticity and integrity services, there still exist some situ-
ations that the digital signature scheme cannot deal with.

Consider the situation that an office member always takes
partial responsibility for a document. Thus, a document
should sometime be signed cooperatively by several mem-
bers in the office. If each member signs the document by a
digital signature scheme, the number of signatures is equal (o

the number of signers. Then these signatures will waste a lot
of computer storage. This is an inefficient way.

To overcome the above problem. Itakura and Nakamura'4
proposed the first digital multisignature scheme. In the mul-
tisignature scheme. the documents can be signed by many
users and the size of the multisignature is fully independent
on the number of the signers. However. the signing order is
fixed in Itakura and Nakamura's scheme. In 1988, Okamoto
proposed another multisignature scheme such that the sign-
ing order is not fixed: but the size of the multisignature may
be enlarged for some signing orders.

Based on the RSA public key cryptosystem and the digital
signature scheme. Harn and Kiesler!s proposed the first mul-
tisignature scheme that also provides secrecy service. How-
ever, the order of the signer must be fixed in Harn and
Kiesler's scheme. To remove the restriction of the fixed
signing order, Kiesler and Harn'® utilized the repeated expo-
nentiation method to improve Harn and Kiesler's scheme.
The above three multsignature schemes adopted the mes-
sage recovery mode to design their schemes. By the message
recovery mode, we mean the signed message can be recov-
ered from the multisignature.

In addition, based on Fiat and Shamir’s digital signature
scheme#, Ohta and Okamoto!” and Boyd'® proposed their
multisignature schemes. respectively. Ohta and Okamoto’s
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and Boyd’s schemes adopted the comparison mode to design
their multisignature schemes. The secrecy service is not
token into consideration in both Ohta and Okamoto’s and
Boyd’s schemes.

In 1994, Harn proposed the first multisignature scheme
based on the discrete logarithm problem. In Harn's scheme.
the multisignature can be easily generated by the cooperation
of all signers. Therefore. Harn’s scheme is efficient because
the scheme provides an easy way to integrate all partial sig-
natures into the multisignature. Although the signer needs
the help of a clerk. the clerk may be untrusted. Thus any
signer can be the clerk.

The common disadvantage of the proposed multisignature
schemes is that the multisignature is easily transmitted from
the original recipient to another one. The transmission
among recipients is unreasonable, because the transmission
may cause the damage on the benefit of the signers. For
example, let us suppose the users A and B have their deposit
accourts in a bank. The bank should give certificates to the
users A and B, respectively. The certificates of the deposit
should be signed by some clerks in the bank. If the user A
finds that M is the individual message block representing the
amount of money. then he can give the multisignature of M
signed by clerks to the user B. Now the user B has a new cer-
tificate by replacing the old multisignature of the new mul-
tisignature. Then he has two deposit accounts in the same
bank. In addition, it is also necessary to provide the secrecy
service against unauthorized accesses. Therefore, a new
encryption/multisignature scheme will be proposed to provide
the secrecy service and the function to specify the recipient.

In the next section, the review of the encryption/signature
scheme will be given. Then the new multisignature scheme
will be presented in Section 3. The security analysis and
some discussions are given in Section 4. Finally. the conclu-
sions are given in Section 5.

2. REVIEW OF THE ENCRYPTION/
SIGNATURE SCHEME

Here we describe Hwang er al.'s encryption/signature
scheme'3. In the encryption/signature scheme. the trusted
center publishes the following two system parameters:

P: A large prime such that P — | contains at least one large
prime factor,
o A primitive element of GF(P).

Then each legal user U, randomly chooses his secret key x,
from [1. P - 1] and sends his public key v, = o* mod P to the
trusted center. The trusted center publishes the public keys to
all of the legal users.

Suppose that a legal user U, signs the message M and then
only sends the signature to the user U.where l<M<pP- 1|
First. User U, randomly selects an integer k from [1.P-1]
and computes ', = a* mod P and 1, = (W) mod P. Next.
User U/, computes r = M x ', x (0=") mod P and constructs
the integer s such that rx, + s = k (mod P - 1), Finally. the
signature is the pair (7. s). Consequently. the signature (r, )
is also the ciphertext of the signed message M because the
message M s hidden in 7,

After receiving the signature pair (7, 5). User U, first com-
putes 1} = 0 X y/ = o+ = f (mod P) and 1, = (b= (v
(mod P). Then User U] caiculates M = r x £; x a2 mod P to
obtain the signed message M. If the message 1s meaningful.
then User U is sure that M is signed and sent by the signer.

In the encryption/signature scheme. the recipient of the
digital signature first uses the signer’s public key to generate
ty = af mod P. and then the recipient uses his secrel key to
recover 1, = (v, = (1;)v mod P; otherwise. the recipient can-
not derive the signed message from the digital signature (or
ciphertext). Because only the signer can use his secret key to
generate the signature. he cannot deny that he had signed this
message. On the other hand. the recipicnt should use his
secret Key to recover the message from the signature. so the
signature is also the ciphertext of the signed message.

In the encryption/signature scheme, the recipient of the
signature/ciphertext is specified by the signer. In the verifi-
cation process, the signer can specify the qualified recipients
of the signature. And each qualified recipicnt will use his
secret key and the signer.s public key to recover the message
from the signature. If the specified recipient transmits the
signature to someone, say User A. then User A cannot show
that this signature is generated for him since the secret key of
User A is different from that of the specified recipient.

3. ENCRYPTION/MULTISIGNATURE
SCHEME WITH SPECIFYING
RECIPIENTS

In the new multisignature scheme. a trusted center publishes
the following system parameters:

P: A large prime such that P — | contains at least one large
prime factor.

Q: The largest prime factor of P - |,

o A generator of order Q in GF(P).

The legal users are divided into many groups. In each group.
there is a special user. clerk. The clerk of each group is
responsible for generating the multisignature by merging the
partial signatures from all the members of the same group,
and for sending and receiving the multisignatures. The clerk
should be trustworthy. The new scheme is divided into three
phases: key generation phase. multisignature generation
phase, and multisignature verification phase.

3.1 Key generation phase

In each group G, cach member U, selects his own secret key
x, from [1.Q - 1] and all members of the same group share a
common secret key X, from [1. Q - 1]. Each member U, pub-
lishes his public keys Yy =aomod Pand Y, = o¥ v mod P
Then. there are three public keys of the groupG,. One is ¥, =
aX mod P. another is V.. which is the product of all tegal
v;'s. and the other is ¥, which is the product of ali fegal ¥,'s.

3.2 Multisignature generation phase

Suppose that all of the members of the group G, want to sign
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a message M and‘send the multisignature to a special recipi-
ent. Assume that the public key of the recipient is ¥ and the
secret key of the recipient is x, where ¥ = o mod P. All the
members of the group G; execute the following steps to gen-
crate the mulusignature for the recipient.

Step 1: The member U,; of the group G, selects a random
integer r; and then computes o mod P and (¥) mod P.
Then the member U, sends his package {or mod P, (1)
mod P} to the clerk of G,.

Step 2: The clerk verifies whether any two members. U,
and U, select the same random integer by checking (Y)-
= (YY)« (mod P). If any two members select the same ran-
dom integer, the clerk informs them to resend their new
packages: otherwise, he broadcasts {(¥Y)" mod P, (Y)"
mod P, ... (Y)» mod P} to the members in G;, where 11 is
the number of the members in G,.

Step 3: The member Uj; of the group G; computes ;= (H}’=1
(Y)n)y mod P and t, = (1, ~)Xrmod P.

Step 4: The member U; computes R = M X 1, X (Y)trmed &)
mod Pands;=r;~ R X x;mod Q forj=1,2, .., n Final-
ly, the member Uj; sends s; to the clerk.

Step 5: After receiving all partial signatures s;’s, the clerk
verifies the correctness of s; by (v;)f x a9 x o med P for
Jj=1.2, ... n If all partial signatures are correct, then the
clerk computes S =5, + 5, +... +s5, mod Q. and sends the
signature pair (R, S) to the recipient.

3.3 Multisignature verification phase

The recipient executes the following steps to recover the
message M and verifies the signature (R, S).

Step 1: The recipient first computes (#,~}) = ¥S x(¥V'#)* mod
Pand t- = (YSx V' R)*mod P.

Step 2: The recipient obtains M = R x (¢;"!) X Y mod P. It
the recovered message is meaningful, then the recipient is
sure that the message M is indeed sent and signed by the
group G..

In the following theorem, we show why the recipient can
recover the original message M and verify the multisignature
pair (R, S).

Theorem 1

If the signing group follows the steps in multisignature gen-
eration phase. then the recipient can recover the signed mes-
sage M correctly.

Proof

If the reciptent has the ability to obtain (¢,-") and ¢,. then he
can reveal the ortginal message M. The tollowing shows that
(r,-") can be computed by the recipient.

n "
(1, "y =Y A =T asy oo T v Ry
=1 =1

=([lasxoRkup =[] Yy=([1 Y (mod P

=1 /=1 =1

The foltowing shows that 75 can be obtained by the recipient:

([2) = (YIS X YH’R).\' =( n a,\’,v,),r x ( l—[ oXixR)x

= =

=( ﬁ YS x YryR)yx = ( ﬁ Yr)Xi
j=1 j=1

= (( [T Y=)-)% = (1,-1)% (mod P)
j=1

Since both (#;-t) and , are correct. then the recipient can
derive the message M as follows:

M=Rx (1) x r
=M x 1 x (1,71 x (Yy-rmed Q) (mod P) O

In the above multisignature scheme, the recipient can be a
single user or a whole group. If the recipient is a single user,
then the public key Y is the public key of some single user. If
the recipient is a legal member of the group G, then the pub-
lic key Y is means the group,s public key Y, of some group
G,. This is suitable for sending an urgent message to a
group. Finally, if the public key Y is G;’s public key Y7, then
this multisignature (R, S) can be decrypted and verified by
the cooperation of all the members in G;. The clerk in the
group G, is responsible for executing all the steps of the
multisignature verification phase. The clerk first computes
YR mod P and (Y5 x Y’ R) mod P, and then sends the results
to all members. Each member of G, computes (¥"£)w mod P
and (Y5 x Y’ Ryw mod P, and sends (Y R)% mod P and (V5 x
Y”Ryw mod P back to the clerk. The clerk then computes
(71 = YS x [Ty (Y'A)w mod P and 1, = [T (VS x Y7 Ryw
mod P. where m is the number of the members in G,. Final-
ly, the clerk can execute Step 2 in the multisignature verifi-
cation phase to obtain the message and verify the
multisiganture (R, S).

4. SECURITY ANALYSIS AND
DISCUSSION

First, we analyse the security of the secret keys. To derive any
secret key from the corresponding public key is equivalent to
solving the discrete logarithm problem. A possible attack to
derive the secret key is solving the equation R X x; + §; = r;
(mod Q). To derive the randem integer r; from o7 mod P or
(Y) mod P is also equivalent to solving the discrete logarithm
problem. Consequently. the number of unknown variables is
greater than the number of equations R X .x,; + 5, = r; (mod Q)
collected by the intruder. So this attack is not successful.

Next. we analyse the security of the muitisignature. The
first possible attack is whether the recipient forges the mul-
tisignature for some message M’. The recipient can compute
R” when all random integers »; are selected by himself; how-
ever. he cannot construct each partial signature s'; such that
R x x,+ ;=" (mod Q). since he does not know the secret
key x;. So, the reciptent must solve the discrete logarithm
problem to obtain s, from o’ = a7 x (v;;)"F mod P. Similar-
ly. if the clerk wants to forge the multisignature (R’ 7). he
also must to dertve s, from oi = o X (v;;)® mod P. There-
fore. it is hard to forge the multisignature (R’. ') for some
meaningful message M’

Consider whether an intruder has the ability to derive
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the multisignature (R, $’) for some known multisignature (R,
S) for the message M. Because the relation among R and all
ri's are not linear, the intruder cannot construct (R’, S") for
M’ by computing (M/M’) or (M — M"). So this attack fails.

This multisignature scheme provides a special advantage
that the multisignature (R, S) cannot be transferred from the
original recipient to another. Because the public key of the
recipient is used to compute R, only the recipient can decrypt
and verify the multisignature (R, S). If the recipient wants to
replace his public key by the public keys of the others. then
the value of R should be changed. The recipient must con-
struct S” for the new R’. Due to the above security analysis, it
is hard for him to do this. Therefore, the multisignature (R,
S) cannot be transferred to another.

Now we consider the security of the encryption function.
To recover the original message, an intruder must remove ¢,
and (Y)(-2mod @y mod P from R. Though anyone can compute
t;, the intruder cannot compute t, because he does not have
the secret key of the recipient.

Finally, we consider the ratio of message expansion. The
ratio of messages expansion is (IRl + IS)/IMI = (1P| + IQIY/IPI
< 2. where IWl = log,W denotes the bit length of the integer
W. According to the Digital Signature Algorithm (DSA) pro-
posed by the National Institute of Standards and Technology
(NIST), 511 < IPl < 512 and 159 < IQl < 160. Thus, the ratio
of messages expansion is 1 + (160/512) = 1.3125, which is
less than two. We see that the newly proposed scheme can
reduce the communication cost and save storage used.

5. CONCLUSIONS

In this paper, we have proposed a new multisignature
scheme by which the signers can specify the recipient or the
receiving group. By our multisignature scheme, only the
specified recipient has the ability to verify the multisigna-
ture. In the new scheme, the encryption is integrated into the
multisignature scheme to provide the secrecy service, so the
new scheme can provide the three major services of cryptog-
raphy: secrecy, authenticity and integrity. Furthermore, the
new scheme allows the multisignature to be verified by not
only a single recipient, but also by a group of recipients.
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